A. Privacy declaration for ScienceOpen, Inc. (about.scienceopen.com)
The information in this declaration applies to the processing of personal data on or via our
website and is intended in particular to inform you of the scope of processing, the purposes
of processing, the recipients, legal bases, storage periods and your rights. Personal data are
all information relating to an identified or identifiable natural person, i.e. a person
(hereinafter also referred to as "data subject"), including for example your name, your
address or your e-mail address. Processing" of personal data means in particular the
collection, storage, use and transmission of such data.

I.

Name and Address of the data controller

The data controller within the meaning of the General Data Protection Regulation (GDPR)
and other national data protection laws of the member states as well as other data
protection regulations is:
ScienceOpen, Inc.
Pappelallee 78/79
10437 Berlin
Germany
Phone +49-30-609-8490-277
info@scienceopen.com
https://about.scienceopen.com

II.

General information data processing

1. Legal basis for the processing of personal data
Insofar as we obtain the consent of the data subject for the processing of personal data,
legal basis is Art. 6 para. 1 lit. a GDPR.
Insofar as the processing of personal data is required for the performance of a contract to
which the data subject is a party, legal basis is Art. 6 para. 1 lit. b GDPR. This also applies to
processing operations that are necessary to carry out pre-contractual measures.
Insofar as the processing of personal data is required to fulfil a legal obligation to which our
company is subject, legal basis is Art. 6 para. 1 lit. c GDPR.
If processing of data is necessary to safeguard a legitimate interest of our company or a third
party and if the interests, fundamental rights and freedoms of the data subject do not
outweigh the first-mentioned interest, legal basis is Art. 6 para. 1 lit. f GDPR.
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2. Data deletion and storage time
The personal data of the data subject will be deleted or processing restricted as soon as the
purpose of storage ceases to apply. In certain cases, data can be stored if this has been
provided for by the European or national legislator in EU regulations, laws or other
provisions to which the data controller is subject.

III.
1.

Provision of the website and creation of log files
Description and extent of data processing

Every time you visit our website, our system automatically collects data and information
from the computer system of the accessing device (computer, smartphone, tablet, etc.).
The following data is collected:
•
•
•
•
•

Information about the browser type and version used
The operating system of the accessing device
The IP address of the accessing device
Date and time of access
Websites from which the system of the accessing device reaches our website

The data is also stored in the log files of our system. This data is not stored together with
other personal data of the user.
2. Legal basis for data processing
Legal basis for the temporary storage of data and log files is Art. 6 para. 1 lit. f GDPR.
3. Purpose of data processing
The temporary storage of the IP address by the system is necessary to enable the website to
be delivered to the user's device. For this the IP address of the user must remain stored for
the duration of the session.
The data is stored in log files to ensure the functionality of the website.
In addition, the data serves us to optimize the website and to ensure the security of our
information technology systems. An evaluation of the data for marketing purposes does not
take place in this context.
Our legitimate interest in data processing also lies in these purposes.
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4. Storage time
The data will be deleted as soon as they are no longer necessary to achieve the purpose for
which they were collected. In the case of the collection of data for the provision of the
website, this is the case when the respective session has ended.
If the data is stored in log files, this will happen after seven days at the latest. Further
storage is possible. In this case, however, the IP addresses of the users are deleted or made
anonymous, so that an identification of the accessing client is no longer possible.

IV. Usage of Cookies
1. Description and extent of data processing
Our website uses cookies. Cookies are text files that are stored in the Internet browser or by
the Internet browser on the user's computer system. If a user visits a website, a cookie may
be stored on the user's operating system. This cookie contains a characteristic character
string that enables a unique identification of the browser when the website is called up
again.
The following data is stored and transmitted in the cookies:
•

Log-in information

2. Legal basis for data processing
The legal basis for the processing of personal data using cookies is Art. 6 para 1 lit. f GDPR.
3. Purpose of data processing
The purpose of using cookies is to simplify the use of our website for users. Some functions
of our website cannot be offered without the use of cookies. For this it is necessary that the
browser is recognized even after a change of pages within our internet presence. The
cookies are not used to create user profiles.
We need cookies for the following applications:
•

Technical implementation of the log-in function

The anonymous user ID is used to improve the quality of our website and its content.
Through the analysis cookies we learn how the website is used and can thus continuously
optimize our offer.
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In these purposes is also our legitimate interest in the processing of personal data.
4. Storage time
Cookies are stored on your device with which you access our website and are transmitted to
our site. Therefore, you as a user also have full control over the use of cookies. You can
deactivate or restrict the transmission of cookies by changing the settings in your Internet
browser. Cookies that have already been saved can be deleted at any time. This can also be
done automatically. If cookies are deactivated for our website, it may no longer be possible
to use all functions of the website.

V.

Requests by E-Mail

1. Description and extent of data processing
It is possible to contact us via the e-mail address provided on our website. In this case, the
user's personal data transmitted via e-mail will be stored.
2. Legal basis for data processing
The legal basis for the processing of the data is Art. 6 para. 1 lit. f GDPR.
3. Purpose of data processing
Purpose of data processing is the handling of requests, other questions and job applications.
The processing of personal data serves us solely to handle the contact approach or
application. This is also our legitimate interest in the processing of the data.
4. Storage time
The data will be deleted as soon as the purpose of its collection is no longer given. For the
personal data that were sent by e-mail, this is the case when the respective conversation
with the user is finished or the job application phase is finished. The conversation is finished
when the circumstances indicate that the matter in question has been solved.
If data is collected in the course of e-mail communication which we are obliged to store due
to tax, commercial law or other regulations, it will not be deleted until the respective legal
retention or storage periods have expired. The legal basis for this data storage is Art. 6 para.
1 lit. c GDPR.

VI.

Registration

1. Description and extent of data processing
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On our website, we offer users the opportunity to register by providing personal data. The
data is entered into an input mask and transmitted to us and saved. The data will not be
passed on to third parties. The following data is collected during the registration process:
•
•

E-mail address
Password

You can also register with an account at Facebook, Linkedin or Orcid. Then these companies
will transfer to us the aforementioned data.
At the time of registration, the following data is also stored:
•
•

The IP address of the user
The date and time of registration

2. Legal basis for data processing
The legal basis for the processing of data is Art. 6 para. 1 lit. b GDPR.
3. Purpose of data processing
A registration of the user is necessary for the fulfilment of the contract with the user and/or
for the execution of pre-contractual measures.
The user and ScienceOpen, Inc. conclude a contract for the use of the Website
ScienceOpen.com and its services (more details in the terms of use of ScienceOpen
Platform). The personal data provided are used to identify the user by creating a user
account. The creation of the user account enables the user to participate on the website
ScienceOpen.com.
4. Storage time
The data will be deleted as soon as the purpose of its collection is no longer given. For the
data collected during the registration process, this is usually the case when the user contract
is terminated and the user's account is deleted.
If data is collected in the course of the registration which we are obliged to store due to tax,
commercial law or other regulations, it will not be deleted until the respective legal
retention or storage periods have expired. The legal basis for this data storage is Art. 6 para.
1 lit. c GDPR.
5. Possibility of opposition and elimination
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As a user you have the possibility to cancel the registration at any time. Write us a message
at the following address:
E-mail: support@scienceopen.com
If the data is required to fulfil a contract or to carry out pre-contractual measures or if there
are legal storage obligations, premature deletion of the data is only possible insofar as
contractual or legal obligations do not prevent deletion. If deletion is not possible,
processing may be restricted.

VII.

Webanalysis with Google Analytics

1. Description and extent of data processing
Our website uses Google Universal Analytics, a web analysis service of Google Inc, 1600
Amphitheatre Parkway, Mountain View, CA 94043, USA ("Google"). Google Universal
Analytics uses "cookies", which are text files placed on users' computers, to help the website
analyze how users use the site. The information generated by the cookie about the use of
the website by users is generally transferred to a Google server in the USA and stored there.
IP anonymization has been activated on this website so that the IP addresses of users of
Google within Member States of the European Union or in other signatory states to the
Agreement on the European Economic Area are previously shortened. In some cases, the full
IP address is transmitted to a Google server in the USA and shortened there. On behalf of
the operator of this website, Google will use this information to evaluate the use of the
website by the users, to compile reports on the website activities and to provide the website
operator with further services associated with the use of the website and the Internet. The
IP address transmitted by your browser in the context of Google Universal Analytics is not
merged with other Google data.
2.

Legal basis for data processing

The legal basis for processing users' personal data is Art. 6 para. 1 lit. f GDPR.
3. Purpose of data processing
The processing of user data by Google Analytics enables us to analyze the surfing behavior of
our users. We are able to compile information about the use of the individual components of
our website by evaluating the data obtained. This helps us to continuously improve our
website and its user-friendliness. In these purposes also lies our legitimate interest in the
processing of the data. By anonymizing the IP address, users' interest in protecting their
personal data is sufficiently taken into account.
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4. Storage time
Cookies are stored on the user's device and transmitted to our site from there. Therefore,
you as a user have full control over the use of cookies. You can deactivate or restrict the
transmission of cookies by changing the settings in your Internet browser. Cookies that have
already been saved can be deleted at any time. This can also be done automatically. If
cookies are deactivated for our website, it may no longer be possible to use all functions of
the website.
You can object to the collection of data described above at any time with effect for the
future by using the deactivation add-on for browsers from Google Analytics at
http://tools.google.com/dlpage/gaoptout?hl=en.
You can also prevent data collection by Google Universal Analytics by clicking on this link. An
opt-out cookie is set to prevent future collection of your data when you visit this website.
The opt-out cookie is only valid in this browser and only for our website and is stored on
your device. If you delete the cookies in this browser, you must set the opt-out cookie again.
Further information on terms of use and data protection can be found at:
http://www.google.com/analytics/terms/de.html
http://www.google.com/intl/de/analytics/privacyoverview.html
https://support.google.com/analytics/answer/2838718?hl=en&ref_topic=2790009
5. Recipient of the data and transfer to a third country
The recipient of the data is Google Inc, 1600 Amphitheatre Parkway Mountain View, CA
94043 USA. For the cases in which personal data is transferred to the USA, a transfer to
Google Inc. in the USA is permitted. The company has been certified according to the
requirements of the EU-US Privacy Shield. Details on the Privacy Shield can be found in
Section IV No. 5 of this data protection declaration.

VIII.

Other recipients of personal data (EU only)

For the provision of our website and the offered contact possibilities, we make use of other
service providers, including host providers and e-mail providers, each based in the European
Union, who process the data stored by them exclusively on our behalf as processors
according to Art. 28 GDPR.

IX.

Rights of the data subject
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If your personal data are processed, you are a data subject within the meaning of the GDPR
and you have the following rights against the controller (in the case of the fulfilment of
further conditions regulated in the relevant regulations, if applicable):
•
•
•
•
•
•
•
•
•

The right of access according to Art. 15 GDPR
The right to rectification according to Art. 16 GDPR
The right to erasure ("right to be forgotten") according to Art. 17 GDPR
The right to restriction of processing according to Art. 18 GDPR
The right to a notification according to Art. 19 GDPR
The right to data portability according to Art. 20 GDPR
The right to object according to Art. 21 GDPR
The right not to be subject to a decision based solely on automated processing
according to Art. 22 GDPR
The right to withdraw consent to the processing of personal data according to Art. 7
para. 3 GDPR

To assert these rights, please contact our data protection officer.
Without prejudice to any other administrative or judicial remedy, you also have the right to
lodge a complaint with a supervisory authority, in particular in the Member State where you
are staying, working or suspected of infringing, if you believe that the processing of personal
data concerning you infringes the GDPR.

8

